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HNucTpyKkuus 1js1 00y4a0Imxcs 1mno odecrneyeHu0 MHPopManMoOHHOH 0€30I1aCHOCTH NPH
HCI0JIL30BaHNU ceTH « AHTepHeT» 1JIsl pa3MellleHHsl B y4eOHbIX KaOUHETaX, B KOTOPBIX
ocyliecTBJsieTcs A0CTyN B ceTh «IHTepHeT»

C KaXIIbIM TOJ0M MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKHA OJIHH U3
cCaMbIX aKTHBHBIX MoOJb3oBaTeneil PyHera. Mexay TeM, HNOMHMO OTIPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HeCeT U MpoOJIeMbl. DTa maMsaTKa JOJDKHA MOMOYb Tebe 0e30macHo
HaXOJIUTHLCH B CETH.

Komnbrorepubie BUPYChI

KomneroTepHbiii  BUpyc - 3TO  Pa3HOBUJHOCTb  KOMIIBIOTEPHBIX  MPOTpaMM,
OTIIMYUTETILHOW OCOOCHHOCTBIO KOTOPOW SIBISIETCS CHOCOOHOCTh K pa3sMHOXKEHHIO. B
JIOTIOTHEHHE K ITOMY, BUPYCHl MOTYT TOBPEIWTHh WU MOJHOCTHIO YHUYTOXUTH BCE (Dailiibl U

AAaHHBIC, MMOAKOHTPOJILHLBIC IIOJIB30BATCIIIO, OT MMCHHU KOTOPOTO ObLIa 3allylIcHa 3apaKCHHas1
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porpaMma, a TakKe MOBPEIUTbh WIM JaK€ YHMUTOXHUTH OINEPAIMOHHYIO CHUCTEMY CO BCEMU
¢aimamu B 11esioM. B GONBIIMHCTBE CITydaeB pacipOCTPAHSIFOTCS BUPYCHI Uepe3 UHTCPHET.

MeTo bl 3aIIUTHI OT BPEIOHOCHBIX MPOTPaAMM:

1. Ucnonb3yil cOBpeMEHHBIE OINEpalMOHHBIE CHCTEMbI, UMEIOIIHNE CEPbE3HBIN YPOBEHBb
3aIUTHI OT BPEJOHOCHBIX IMPOTPAMM;

2. TlocrossHHO ycTaHaBIWBal MmayTH (IUQPPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYCCKU
YCTaHABIUBAIOTCS C 1EJIbI0 JOPA0OTKM TMPOTpaMMbl) M Jpyrue OOHOBJICHHS CBOEH
onepauoHHON cucteMbl. CkaunBail uX TOJIbKO ¢ odunmanbHoro caifta paspadorunka OC. Ecnu
CYIIIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJIEHUS, BKJIFOYH €T0;

3. PaGoraif Ha CBOEM KOMIIBIOTEPE TOJI MTpaBaMH TOJIb30BaTelIsd, a HE aJIMHUHUCTPATOpA.
DTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX TMPOTpaMM HHCTALTUPOBATHCS HAa TBOEM
MEePCOHATHPHOM KOMITBIOTEPE;

4. Ucnone3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOJYKTHI U3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuyb pU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucnonw3yil BHENTHUE HOCUTETU MHGOPMAIIMH, Takue Kak (iemnika, AUCK win (ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpwiBaii KOMIBIOTEpHBIE (hailyibl, MOJy4YEeHHBIE M3 HEHAJC)KHBIX MCTOYHHUKOB.
Jaxxe Te ¢aitnpl, KOTOpbIE TPHCIal TBOM 3HAKOMBIN. JIydille yTOUYHM y HETO, OTIPABIISIT JIH OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 310 He BU nepeiauu JaHHbBIX, HE TEXHOJIOTHS, @ BCEro JIUIIbL OpeH 1, Mapka. Eie
B 1991 rony Hunepnaniackas kommanus 3aperucrpupoBasia opera "WECA", uto o6o3Hayano
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecpoBOgHAs TOYHOCTH'".

Jlo Hamiero BpemMeHM Jouuia jApyras a0OpeBuarypa, KOTopas SBISETCS TaKOW JKe
TexHojorueil. to abopesuarypa "Wi-Fi". Takoe HazBanue ObLIO JaHO C HAMEKOM Ha CTaHIApPT
BbICIIEH 3ByKOBOM TexHuku Hi-Fi, uTo B mepeBoje o3HavaeT "BhICOKAsk TOUHOCTD'.

Jla, GecruiaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsX U a’pomopTax SBISETCS OTIMYHOM
BO3MOXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE AKCIEPTHI CYUTAIOT, YTO OOIIeN0oCTymHbIe Wi-
Fi cetn He sBusiroTcst 6€30MaCHBIMU.

CoBeTblI 110 0e30macHOCTH paboOThI B 001IeA0CTYTHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro nuuHyto uHpOpMmaimio yepe3 oOmenoctynHsie Wi-Fi ceru.
PaGotas B HUX, *KeNaTeabHO HE BBOJUTH MAPOJIH IOCTYIIA, JIOTHHBI U KaKue - TO HOMEepa;

2. HUcnonw3yii 1 0OHOBISAN aHTHBUPYCHBIE MPOTrpaMMbl U OpanaMayep. Tem caMbIM Tbl

oOe3omnacuiib cedst OT 3aKaYKH BUpPYyCa Ha TBOE YCTPOMCTBO;



3. Ilpu ucnons3zoBanuun Wi-Fi otkmioun ¢yaxmuio "OOmuit goctyn kx ¢aitiam u
npuntepam". JlanHast (QyHKOMS 3aKphiTa MO YMOJYaHHUIO, OJHAKO HEKOTOPHIE II0JIb30BATEIN
aKTUBHUPYIOT €€ I y100CTBa HCII0JIb30BaHM B paboTe 1 yuebe;

4. He ucnone3yit nyonuuneii WI-FI s nepepaun NWYHBIX JaHHBIX, HallpUMEp JUIS
BBIXOJIa B COI[UAJIbHBIE CETU WU B AJIEKTPOHHYIO IIOUTY;

5. Ucnonw3yil Tonpko 3amuineHHoe coenuHenue uyepes HTTPS, a e HTTP, T1.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B wmoOunbHOM Tenepone otkmoun QyHkuuio 'Tomkmouenne k- Wi-Fi
aBromaruuecku". He pomyckait aBTOMaTHYECKOTO TOAKIIOYEHUsT YCTpoiicTBa K ceTsiMm Wi-Fi 6e3
TBOETO COTJIACHS.

ConuanbHble ceTH

ConuanbHble CeTH aKTHBHO BXOJST B HAIly XU3Hb, MHOTHE JIOAU pabOTAarOT U JKUBYT
TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHIITHAP YETOBEK, YTO SBISCTCS OHOM
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE NOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMaius,
pa3MelieHHasl UMU B COIIMAJIbHBIX CETSAX, MOKET ObITh HalJIeHa U UCIIOJIb30BaHA K€M YIOJHO, B
TOM 4HCJIe He 0053aTeNbHO ¢ OJIaruMHU HAMEPEHHUSIMH.

OcHOBHBIE COBETHI 110 OE30MACHOCTH B COIIMANIBHBIX CETAX:

1. Orpannub cnucok apy3eid. Y TeOs B Jpy3bsiX HE JODKHO OBITh CIIy4alHBIX H
HE3HAKOMBIX JIIOCH;

2. 3amuimaii cBOKW YacTHYI JKHM3Hb. He ykaspiBail maposin, TenedoHbl, aapeca, IaTy
TBOETO POXKACHHUS U JPYTYIO JUUYHYIO HH(POpPMAIHIO. 3710YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh
nake nH(OPMALIHIO O TOM, KaK Thl U TBOHM POJIUTENN TUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3amuinaii CBOIO permyTaluio - JAepKH €€ B YUCTOTE U 33a/aBail cebe BOMpOoC: XOTen Obl
ThI, YTOOBI JAPYyrue Mojab30BaTENIN BUACTH, YTO Thl 3arpyxkaeuib? [logymaii, npexae yeM uTo-To
OMyOJIMKOBATh, HAMKMCATD U 3aTPY3UTh;

4. Ecny Tbl rOBOPUIIIB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE HCIOIb3YH CBOE peaIbHOE UMS
U JAPYTyIo JINYHYIO0 UH(DOpPMAIMK: UM, MECTO )KUTEIhCTBA, MECTO YueObl U Mpoyee;

5. Usberaii pasmemienust potorpacduii B IntepHere, rae Thl H300pa)keH Ha MECTHOCTH,
10 KOTOPOH MOYKHO OIIPEIENINTH TBOE MECTOTIOI0KEHHE;

6. Ilpu peructpaiui B COLMAIBHOM CETH HEOOXOIMMO MCIIOJIb30BaTh CIOXKHBIE apoJiy,
cocTosIye u3 OyKB U (P U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. g couManbHOM ceTu, MOYTHl M JIPYTUX CAWTOB HEOOXOJIUMO HCIOJIB30BaTh pa3Hble
naposd. Toraa ecnu Te0s1 B3710MAIOT, TO 3JIOYMBIIIJIEHHUKH TOJIYYaT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbBIE IeHbIH



DJNEeKTPOHHBIE JIEHBIH - 3TO OYEHb YNOOHBIH crnoco0 IuIaTexed, OJHAKO CYHIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU ACHBIH.

ONEKTPOHHBIE JIEHBI'W IOSBUJINCH COBCEM HEAABHO M MMEHHO H3-3a 3TOT0 BO MHOI'MX
rocyznapcTax J0 CUX IOp HE IPOIUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIMOHUPYIOT U O HUX yX€ IPOIUCAHO B 3aKOHE, IJI€ UX Pa3AeisaoT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBbIE. Pa3HuIla B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercs MPOBOAUTH ONepannu 0e3 HWACHTU(HUKAIMKA IOJIb30BATENs, a B
HEAaHOHMMHBIX WACHTHU(UKALIVS 0Ib30BATENs ABISIETCS 00s13aTENbHOM.

Taxxke crnenyer paznuyarh 3JEKTPOHHbIE (UATHBIE JAEHBIM (pPaBHBI IOCYAapPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHbIE HE(UATHBIE AEHBIU (HE PaBHBI FOCYIaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. IIpuBsbku K cueTy MOOWIBbHBIN TenedoH. DTo caMblil ynOOHBIH M OBICTPBIN crOcO0
BOCCTaHOBUTH JOCTYNn K cueTy. llpuBsizaHHbIi TenedoH MOMOXKET, eciau 3alynemb CBOH
IJIATEeKHBIN MapoJib WK 3aiJeNIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yi ogHOpa3oBeie maposd. [locie mepexoa Ha yCHIICHHYIO aBTOPH3AIINIO TeOe
yKe He OyJieT yrpoKaTh ONAaCHOCTbh KPaXkH WM IIepexBaTa IUIaTeKHOTO HapoJis;

3. BwiOepu cnoxsbii maposib. Ilpectymaukam Oyaer He MPOCTO yraaaTrh CIOMKHBIA
napois. Hanexxnsle naponu - 3To mapoiim, KOTOPIE COEPKAT HE MEHEE § 3HAKOB U BKIIIOYAIOT B
ce0s1 cTpOYHbIE M IPONUCHbIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
(dyHTa, BOCKIMIATEeIbHBIN 3HAK | T.1. Hammpumep, $tROng!;;

4. He BBOOM CBOM JIMYHBIEC JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSICILb.

DJIeKTPOHHAS MOYTA

ONEeKTpPOHHAs I0YTa - 3TO TEXHOJIOTHS U NMPEIOCTABIISIEMbIE €10 YCIYTH 110 IEPEChUIKE U
MIOJIy4EHUIO BJIEKTPOHHBIX COOOILEHHH, KOTOpbIE pPACIpelelsloTCs B KOMIIBIOTEPHOH CeTH.
OObIuHO SJIEKTPOHHBIA  MOYTOBBIM  SAMMK  BBIVISIAUT  CIEQYIOUMM  oOpas3oMm:
UMs_TI0JIb30BATEeNA(@UMsL_JOMeHa. Takxke KpoMme TIepelaud IpOCTOro TEKCTa, HMeeTcs
BO3MOJKHOCTb IlepesiaBaTh (pailibl.

OcHOBHBIE COBETHI 10 6€30MacHO paboTe ¢ AMEKTPOHHOM MOYTOH:

1. Hano BbIOpaTh MpaBUIIBHBIN MOYTOBBIN cepBHUC. B MHTepHETE eCThb OTPOMHBIN BBIOOD
OecIulaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HAElllb U KTO NEPBHIH B
pEUTHUHrE;

2. He ykaspiBaif B JIMYHOM mouTe JaMuyHyr HH(popmaruio. Hampumep, nyuiie BoIOpaTh
"My3bIKaIbHbIN _(haHaT@" umu "pok2013" BMecTo "Temal3";

3. Mcnonp3yil JBYXdTalHy aBTOPU3ALMI0. DTO KOrJa IOMUMO IapoJid HyKHO BBOJIUTh

KOJI, IpHUChLIaeMblil o SMS;



4. BeiOepu CIOXHBIN TapoJib. s KakI0ro TMOYTOBOTO SIIIUKA JOJDKEH OBITh CBOU
HAJICKHBIM, YCTOMUMBBINA K B3JIOMY [1apOJIb;

5. Eciau ecTth BO3MOXHOCTH HaIMCaTb CaMOMY CBOM JIMYHBIA BOIIPOC, UCIOJIB3YH 3Ty
BO3MOYHOCTb;

6. HMcronb3yil HECKOJIBKO IOYTOBBIX SUIMKOB. [lepBbIl A 4acTHOM INEpenucKu ¢
ajzipecaTaMM, KOTOPHIM Thbl JOBEpsELIb. JTO 3JIEKTPOHHBIA aJpec HE HaJ0 HCIOJb30BaTh IpU
peructpanuu Ha opymax u caitax;

7. He oTkpeiBail Qaiisibl ¥ Apyrue BIOKEHHsS B MUCbMax, Jake €CIM OHM IMPHILIU OT
TBOUX Jpy3el. Jlydie yrouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3T (Paiiibl;

8. [locne okoHuaHust pabOTHI HA TOYTOBOM CEPBHCE MEPE]T 3aKPHITUEM BKJIAIKU C CAUTOM
He 3a0y/1b HakaTh Ha "BoiiiTu".

KuOepOy/uIMHT WK BUPTyaJibHOE U3/1€BATEIbCTBO

KubepOynnuar - mpecienoBaHue COOOIIEHUSIMH, COJEpXKAIUMH  OCKOPOJIEHUS,
arpeccHio, 3alyruBaHue; XyJUTaHCTBO; COLUANIbHOE OOMKOTHPOBAHHE C MOMOIIBIO PA3IUYHBIX
MHTEPHETCEPBUCOB.

OCHOBHBIE COBETHI 110 OOPHOE C KHOEPOYIITUHTOM:

1. He GOpocaiicst B 60ii. Jlydmuii croco0: MOcOBETOBAThCS KaK ce0si BECTH U, €CIIA HET
TOTO, K KOMY MOHO OOpaTUTbCsA, TO BHAdaje YCHOKOWThbCS. Eciam Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHUS, TO TOJBKO eIie 00JIbIIIe Pa30XOKeIh KOH(IHKT;

2. YrpaBiisiii cBoei KuOeppenyTaiuei;

3. AHOHUMHOCTH B ceTd MHUMas. CylllecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XYJIUTAaHCKUN 00pa3 BUPTyalnbHOU ku3HU. MIHTEpHET PuKcHpyeT Bce
TBOU JCWCTBUA U COXPAHAET UX. Y AATUTh UX OyAET KpaliHe 3aTpyAHUTEIbHO;

5. Cobmroail cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHn4HbId HeraTUB. OHOPa30BbIe OCKOPOUTEIbHBIE COOOIICHHUS JTyUIle
urHopupoBaTh. OOBIUHO arpeccus MPeKpalaeTcsi Ha Ha4aaIbHOUW CTaANH;

7. ban arpeccopa. B mporpamMMax oOMeHa MITHOBEHHBIMU COOOILIEHUSIMU, B COIIMAIbHBIX
CeTAX €CTh BO3MOXHOCTb OJIOKMPOBKHU OTIPABKU COOOIIEHUH C ONPE/IEIEHHBIX aJJPECOB;

8. Ecimm Tl cBugerenp kubOepOymmHra. TBou JAeHCTBUS: BBICTYIUTh IPOTHUB
IIpecieaoBarens, MoKa3arb €My, 4TO €ro JEHCTBUS OLIEHHMBAIOTCA HEraTHBHO, IOJJIEP)KATh
KEpPTBY, KOTOPOH HYKHa IICUXOJIOTUYECKas IOMOIIb, COOOIIUTh B3pOCHBIM O (hakTe
arpecCUBHOIO MOBEJEHUS B CETH.

MoOubHbIii TesaedoH



CoBpemennble cMapT(OHBI H IUIAHIIETH COAEpPKAT B ceOe BIOIHE B3POCIBIN
(YHKIIMOHAN, W TeNeph OHU MOTYT KOHKYpUPOBaTh CO CTAl[MOHAPHBIMU KOMIIBIOTEPAMHU.
OnHako, Cpe/CTB 3alUThI I MOJOOHBIX YCTPOMCTB MOKa OYeHb Majio. TeCTUpPOBaHUE U MOUCK
YSA3BUMOCTE B HMX IMPOUCXOJUT HE TaK MHTEHCUBHO, Kak s IIK, TO ke camoe kacaercs u
MOOMIIBHBIX TIPUJIOKCHUH.

CoBpeMeHHbIe MOOMIIBHBIE Opay3ephl YK€ MPAKTHUYECKH JOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacmmpeHue (YHKIIMOHAA BIieYeT 3a CO00i OOJBIIYIO CIIOKHOCTP W MCHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3ZBOAMTENN BHIMTYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TTaCHOCTH MOOMIIBLHOTO TeneoHa:

Huyero He sBnsercs mo-HacrosimeMy OecriaTHbIM. Byab octopoxeH, Beab Korja Tede
npeiaraloT OeCIUTaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKUE - TO TJIATHBIEC YCIYTH,

Hymaii, npexae yeM otnpaBuTh SMS, ¢oTo mam Buaeo. Thl TOUHO 3HAENIb, T/I€ OHU
OyIyT B KOHEYHOM HTOTE?

Heo6xomumMo 0OHOBIATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsI MOOMIIBHBIX TeNe(OHOB;

He 3arpyxaii npuiokeHus OT HEU3BECTHOTO HMCTOYHHUKA, BEb OHM MOTYT COJEpKaTh
BpPEJOHOCHOE MPOTPaMMHOE 00ECIIEUeHHE;

[locne Toro kak Tl BbIIeNIb C caiiTa, Ie BBOAWJ JHMYHYIO HMH(OpMalMIo, 3aiu B
HacTpoiKu Opay3epa u yaanu cookies;

[leproguuecku mpoBepsidd, Kakue IUIATHbIE YCIYTM aKTHUBUPOBAaHbI HAa TBOEM HOMEDPE;
JlaBaii cBoii HOMep MOOWJIBHOTO TesnedoHa TOJNBKO JIIOISAM, KOTOPBIX Thl 3HACUIb U KOMY
JOBEPSCIIb;

Bluetooth momxeHn ObITH BBIKIIIOUEH, KOT/Ia TH UM HE MOJb3yelibes. He 3a0biBaii nHOT 1A
MIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHIAHH-UTPBl - OTO KpacouyHble, 3aXBaThIBAIOIIME Pa3BICUCHUS,
00BEAMHSIONINE COTHHU THICAY YENOBEK MO BceMy Mupy. Urpoku ucciaenyroT TaHHBIA UM MHP,
oOIIatOTCs APYT C APYTOM, BBIMOJTHSIOT 3aJaHUsI, CPAXKAIOTCSA C MOHCTPAMH M IMOJIYYaIOT OTIBIT.
3a yIOBOJBCTBHE OHHU IUIATAT: MOKYMAIOT JHUCK, OIUIAYMBAIOT a0OHEMEHT WM IpPUOOPETaroT
KaKue-TO OIILIMH.

Bce atu cpeactBa uayT Ha NOAACpKAHWE W pPa3BUTHE WIPbl, a TAaKXKE Ha caMmy
0€30MacCHOCTh: COBEPIIECHCTBYIOTCS CHCTEMBI aBTOPH3AIMH, BBIMMYCKAIOTCS HOBBIE MAaT4H

(umdpoBbIe 3amIaTKy i IPOrpaMM), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.



B nomo0OHBIX UTpax CTOUT OnacaTbCs HE CTOJBKO CBOMX COTEPHHMKOB, CKOJBKO KPaKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMH OOJIBIINHCTBA UTD.

OCHOBHBIE COBETHI IO OE30MTACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnu npyroii urpok BeneT ceds mIoXo WM co31aeT Tebe HeMPHUATHOCTH, 3a0I0KUpPYM
€ro B CIIMCKE UT'POKOB;

2. lloxamylics aJMUHHCTpAaTOpaM UIPbl Ha IUIOXO€ IIOBEJIEHHUE H3TOTO HIpOKa,
JKeJIaTeIbHO MPUJIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3sbiBaii TuuHyto uH(GopMaluio B podaiine urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBait Heo(puIUaabHbIE TATYU U MOJIBL;

6. Ucrnonib3yil Cllo>KHbBIE M pa3HbIE MapOJIy;

7. Jaxe BO BpeMmsl UTpPbl HE CTOMT OTKJIKOYaTh aHTHBUpPYC. [Ioka TeI urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIM KPAa’kKa JUYHBIX JaHHBIX

OOBIUHOM Kpaxked JCHeT W JOKYMEHTOB CETOJHS Y€ HHUKOrO0 HE YAMBHUIINL, HO C
pPa3BUTHEM HWHTEPHET-TEXHOJIOTMHA 3JIOYMBIIIJICHHUKA IEPEMECTUINCh B HHTEPHET, H
MPOI0JDKAIOT 3aHUMATHCS "TIOOUMBIM' JIeTIOM.

Tak nmosBuIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WIM (UILUHT, TJIaBHas IEb
KOTOPOI'O COCTOMT B IOJIydEHHH KOH(HMIEHIMAIbHBIX JAHHBIX I0JIb30BaTENCH - JIOTMHOB U
naposieir. Ha anrnuiickom si3pike phishing unraercs kak ¢umunr (ot fishing - peiOHas J0BI,
password - mapoJis).

OCHOBHBIE COBETHI 10 OOPHOE C PUITHMHTOM:

1. Cnemn 3a cBouM akkayHTOM. Eciam Tl mojo3peBaelllb, YTO TBOsS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aAMUHHUCTPATOpaM pecypca 00 3TOM
KaK MOXHO CKOpEe;

2. Hcnonb3yii 6e30nacHble BeO-caliThl, B TOM 4MCIIE, MHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHUCTEM;

3. Wcnounb3yii cioxHble U pa3Hble mapoiu. TakuMm oOpazom, eciu Tedsl B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOJTy4aT JAOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Te6s B310MaNIK, TO HEOOXOAUMO MPEayNpeTUuTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no06aBiieHbl y T€O0S B IpY3bsX, O TOM, YTO T€Os B3JIOMAJM U, BO3MOXHO, OT TBOETO UMEHH Oy/eT
pacchlIaThCsl ClIaM M CChUIKHM Ha (PMILIMHTOBBIE CANUTHI;

5. YcranoBu HasexHbIH nmapoib (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHe Maposis B Opaysepe;



7. He oTkpbiBail Qaiifibl U Apyrue BIOKCHHS B MUChMax, JaKe €CIH OHH IMPHIIIU OT
TBOMX Jipy3eil. Jlydie yTouH# y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (aiiibl.

Hudgposas penyranus

Hudposas permyranusi - 3TO HEraTWBHAS WM MO3UTHBHAsA MH(OpMAIus B ceTH O Tebe.
Kommnpomerupytomast unpopmanus, pa3MelIeHHas B UHTEPHETE, MOXKET CEpPbE3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU Xu3HU. "Lludposas pemyranus” - 3T0 TBOH UMUK, KOTOPBIA
dbopmupyetcs u3 nHGopmanuu o Tede B MHTEPHETE.

TBOE MecTO KUTENIbCTBA, Y4eObl, TBOE (PHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapaKTepa
U pacckasbl 0 OJU3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noJpoCcTKH JIETKOMBICIIEHHO OTHOCSATCS K MyOJMKalMK JUYHONH MH(OpMaluu B
WHuTepHere, HE MOHKMMas BO3MOXKHBIX MMOCIEACTBUI. Thl 1axe HE CMOXKEIIb JOTafaTbcs O TOM,
yto (oTorpadus, pasmMelieHHas 5 JeT Ha3a/l, cTaja IPUYMHONW 0TKa3a MPUHSTH TeOst Ha paboTy.

KommenTtapun, pasmemenue TBoux ¢Gotorpaduii v Japyrue JeiMcTBUS MOTYT He
UCYE3HYTh JaXke IOCJe TOro, Kak Thl WX yAajdulllb. bl HE 3HAENIb, KTO COXPAaHUI ITY
nH(popMalMIo, Monaia Ju oOHa B MOMCKOBBIE CUCTEMBl M COXpAaHWJIACH JIU OHA, a TJIaBHOE: YTO
MOyMalT 0 TeOe OKpY)Karolue JII0AWU, KOTOphle HAMAyT W yBUAAT 3To. Haiitn mHbOopMmarmio
MHOTO JIET CIYCTS CMOXET JI000H - Kak W3 J0OpHIX MOOYXKAEHUH, TaK U C HaMepEeHHUEM
MPUYUHUTE Bpel. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3alTUTE ITU(POBOI peITyTaIuu:

1. IMogymaii, mpexzae yeM 4TO-TO MyOJUMKOBaTh U IepenaBarh y ceba B Oiore uiu B
COITMAILHOM CETH;

2. B nactpoiikax npoduis ycTaHOBU OTpaHMUYEHHs] Ha IPOCMOTP TBOEro MpouiIst U €ro
COZEP)KMMOTO, CIIeTal ero TOJbKO "jist apy3en';

3. He pa3memaii u He yka3biBail HHPOpPMAINIO, KOTOPas MOXKET KOro-JI100 OCKOPOISThH
WJIH OOMKATb.

ABTOpCKOE NpaBo

CoBpeMeHHbIE IIKOJbHUKMA - AaKTHUBHBIE II0JIb30BaTeNH LU(POBOrO MPOCTPAHCTBA.
OpHako najeko He BCe 3HAIOT, YTO MOJH30BAHHME MHOTUMHU BO3MOXKHOCTSIMU IU(POBOrO MHpa
TpeOyeT cOOII0IeHNs TPAaB Ha MHTEIIEKTYaIbHYI0 COOCTBEHHOCTD.

Tepmun "HHTeNIEKTyalbHash COOCTBEHHOCTb" OTHOCHTCS K pa3jIM4YHBIM TBOPEHHIM
YeJIOBEYECKOr0 yMa, HauWHas ¢ HOBBIX M300peTeHMU M 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TMPOAYKTHl M YCIOyrd, U 3aKaHuyuBas KHUTamH, ¢ororpadusiMu, KHHODUIBMAMHU U
MY3BIKQJIbHBIMU [IPOU3BEACHUAMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYIO COOCTBEHHOCTb Ha MPOU3BEICHUS

HAYKH, JIUTCPATYpPbl 1 UCKYCCTBA. ABTOpCKI/IC IIpaBa BBICTYIIAIOT B KaUYCCTBC IrapaHTHUU TOI'O, YTO



MHTEJUICKTYaJIbHBIN/TBOPUYECKUN TPyA aBTOpa HE OyIeT HampacHBIM, JIaCT €My CIIpaBeIIMBBIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTaxX CBOEro TPy/a, NOJYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 paspemieHust aBTopa He MOKET BOCIIPOM3BOIUTH €r0 IPOU3BEACHUE, PACTIPOCTPAHSTD,
myOJIMYHO JIEMOHCTPHUPOBATh, IPOJAaBaTh, HMMIIOPTHUPOBATH, IIyCKaTb B IPOKAT, IMyOJINYHO
UCTIOJIHATD, TIOKA3bIBaTh/UCIIONHAITH B dHpe WK pa3memaTs B IHTepHeTe.

Hcnonb3oBanue "muparckoro’ nporpaMMHOTO 00€CredeHHs] MOKET IPUBECTH K MHOI'MM
pUCKaM: OT TOTEpU JAHHBIX K TBOMM aKKayHTaMm /0 OJOKHPOBKH TBOETO YCTPOWCTBA, T/E
yCTaHOBJIEHA HeleranbHas nporpamma. He cTrouT Taxke 3a0bIBaTh, YTO CYLIECTBYIOT J€TajibHbIE
u OecrIaTHbIE TPOrPaMMBbl, KOTOPBIE MOKHO HAlTH B CETH.

O nopraJe

CereBUYOK.p - TBOW TJIABHBIM COBETYMK B CETHU. 37€Ch Thl MOXKEIIb Y3HATh O
0€30MacCHOCTH B CETH NMOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ MPU BO3SHHUKHOBEHHHM KPUTHUYECKOM
CUTyallul OOpaTUThCA 3a COBETOM. A TakKe MPHUHSATH y4acTHE B KOHKYypCax M CTaTb CaMbIM

M (POBBIM I'pakTaHUHOM !

UHCTPYKIMUS JJISI OBYUAIOHIUXCA Ob HH®OPMAIIMOHHOM
BE3OITACHOCTH

HEJIb35

1. Bcem moapsi cooOmarh CBOIO 4acTHYIO MH(opManuio (HacTosAlue uMms, (GpaMuiuio,
TenedoH, apec, HOMEp LIKOJIbI, a TaKke GoTorpaguu CBOU, CBOCH CEMbU U IpYy3ei);

2. OTKpbIBaTh BJIOKEHHBIE (Pailsibl 37IEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTES;

3. I'pyOuTth, npuanpathcs, OKa3pIBaTh JaBJICHHE - BECTH ce0sl HEBEXKIIMBO U arpecCUBHO;

4. He pacnopsikaiics JneHbramMu TBOEH ceMbu 0€3 pa3pelleHHs] CTaplliux - BCeraa
CIIpalliuBal PoAUTEIIEH;

5. He Bctpeuaiica ¢ VHTepHET-3HAKOMBIMM B pPEATIbHOW »KU3HU - MOCOBETYMCS CO
B3pOCIIBIM, KOTOPOMY JOBEPSICILIb.
OCTOPOXHO

1. He Bce numyt npaBay. Yutaems o cebe HenpaBay B MHTepHeTe - coolmu 06 3ToM
CBOUM POJUTEIISAM UJIM OIIEKYHaM;

2. [IpurnamaroT nepenuchBaThCs, UrPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;

3. HezakonHoe konrpoBaHue ¢aiisoB B UHTepHETE - BOPOBCTBO;

4, Bceerna paCCKaBLIBaﬁ B3POCJIBIM O HpO6HCMaX B CCTH - OHHU BCCTJa IIOMOT'YT,



5. Ucnonp3yil HacTpoiiku 0€30MacHOCTM W MPUBATHOCTH, YTOOBI HE MOTEPSTH CBOM
aKKayHTBI B COIICETSIX U JIPYTUX MOpTaax.
MOY>KHO

1. YBaxkait 1pyrux moJib30BaTeNe;

2. Tlonb3yenibest IHTEpHET-UCTOYHUKOM - Jieail CChUIKY Ha HETO;

3. OTKpBbIBail TOJIBKO TE€ CCHUIKHU, B KOTOPBIX YBEPEH;

4. O6maThcs 32 MOMOIIBIO B3POCIBIM - POIUTENH, ONEKYHbl U aAMUHUCTpALUs CaiiToB
BCET/1a MOMOT'YT;

5. Ilpoiiau oOyuenue Ha caite "CeTreBHMUOK" H TOJy4yd Macnopr UU(POBOTro

rpaxaaHuHa!



